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M. Boitel,

Thanks for the response. Access to infornation is an inportant part of
any country's denocratic principles, even nmine. However, | amglad that we
seemto agree that certain information m ght not be made public should it
actually serve to put the public at risk.

My position regarding bionetric use in identification prograns has al ways
been that it's inclusion adds an additional elenent of security for the
end-user and is actually a privacy enhancenent since it may hel p protect
their identity fromtheft or msuse. Privacy advocacy groups m ght be
better supportive of the identification industry if nore of us carried
that as a primary nessage.

You asked if | felt a UBID would add benefit to a national |ID program |
amnot famliar with details of your UBID proposal but might suspect that
it requires each individual to provide a bionetric sanple to substantiate
an identity clain? Perhaps a national ID or even a global ID? | am
interested to learn more and have asked several questions further bel ow

In the following list | amnot trying to define the consummte bionetric
system but to relay from experience where we added bi onmetric technol ogi es
to identification prograns, aspects that had a significant inpact on
program success. Qur experience indicates that biometric applications are
far nore effective when the following rules are applied:

1. User enrolnent and participation is a cooperative undertaking in an
overt environment.
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2. There is a subsequent benefit or privilege to the user for providing a
positive match.

3. The bionetric sanple is only used to neasure eligibility to the
privileges for which it was provided.

4. Conflict resolution of a machine false positive match is conducted by
human intervention.

5. Multiple biometric sanples are captured during enrol nent.

6. A certain percentage of users will be unable to provide adequate
sanpl es and exceptions are built-in to the systemto accommpdate.

7. The systemoperates in a closed (secure) environnent, under a single
set of rules, laws, policies and adm ni stration.

I mention these as | amnot sure if a UBID woul d be able to accompdate
some of these. | think all of us on this |istserv would agree that certain
bi onetric technologies are better suited to particular applications. (l.e
Voi ce for telebanking; iris, face or finger perhaps for driver licensing
etc). | believe nost would al so agree that certain technol ogi es nay
provide for a better degree of accuracy when used in a 1:N environment. |
believe a UBID would require the highest |evel of accuracy since it would
be required to perform substantial 1:N conpari sons.

Let nme ask a few questions of your UBID proposal in relation to our
findings in regard to inplenenting biometric applications:

1. Wuld the UBID require nmultiple bionetric technol ogi es be used:
2. Wuld the UBID accommbdat e persons unable to provide usable sanpl es:

3. Since no vendor clainms 100% accuracy of any biometric technol ogy, how
woul d fal se positive matches be resol ved?

4. Since certain biometric (technology specific) live sanples alter over
time (reducing match accuracy). At what age does an individual first
provi de a sanple? What are the interval |evels for re-enrol nent/updating?
Where the current sanple does not match 100% with the previously enrolled
sanple what is the threshold for acceptance that the individual is stil
the sane entity?

5. What are the docunents required during the first enrol ment. How will
the validity of these docunents be ascertai ned? What docunents from which
eligible birth nations will be acceptable if the individual applying is a
naturalized US citizen. How will the validity of these docunents be
ascertained if the country of birth is not US friendly or refuses to
partici pate?

6. For US residents who require or request no association with any |eve

of governnment body. (i.e Honel ess people who do not file tax returns;
possess a banking account; travel abroad; do not or refuse to possess a
driver license). How will these people be enticed to participate in a UBID
progran? WIlIl legislation be effected to force persons to enrol

7. Unl ess every single person in the nation is enrolled. Wat is to
prevent a visitor to the US (or already residing in the US) to assune the
identity of an existing individual not currently enrolled in the UBID

8. WIIl nation wide birth & death records be controlled by the UBID
proaram adm ni strators to assure that all identities are accounted for
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9. How wi Il the UBID program handl e m ssing persons who di sappeared prior
to first enroll nment and subsequently return after maturity age?

10. For first time enroll ment where the applicant possesses no previous
government issued id (l.e Honel ess, runaways, orphans etc) what process
will be used to validate identity clains?

11. ldentity theft is one of the fastest growing crinmes in the US with
document ed occurrences in the several hundreds/day. How will UBID
enrol ment protect a victimof identity theft from having their UBID
associated with the wong individual who provides the correct
docurentation for initial enrollment?

12. For initial enrollment what is the expected wait tinme for approval of
enrol | ment when performng a 1: N conparative analysis of 300 mllion
records conprising of a) single biometric sanple b) nultiple sanples?

Thanks,

| an

lan WIIlians

Sol ution Architect
Dat acard Group
www. dat acar d. com

Ph: 519.942. 9408
Fax: 801.858. 7882
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